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Practica de Aula 3.4 — OpenVPN

VPN

Introduccion

Para realizar la actividad vamos a necesitar 2 maquinas windows 10 (Un servidor y un
cliente) donde instalaremos un servidor VPN.

Estas maquinas deberan estar configuradas en 2 redes completamente diferentes para que la
IP que pase el VPN sea diferente a la del cliente.

Ademas de conectar el servidor como adaptador puente y el cliente como NAT, para que la
NAT genere una red virtual distinta a la del servidor y permita la conexion y el servidor
estard como un host mas de nuestra red original.

-Cliente: -Servidor:
& i

B C:\Windows\system32\cmd.exe - u} X
: 4 B C:\Windows\system32\cmd.exe

llindows IP Conf

Unknown adapter

. ¢ lMedia




1. Descarga e instalacion
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Empezamos con la instalacion de OpenVPN que es un software libre que no ayudara a crear una
VPN a la que podremos acceder de forma remota desde nuestro cliente usando los certificados que

nos proporciona.

Entramos a la pagina oficial de OpenVPN y descargamos el archivo de instalacion.

Windows 64-bit MS! installer

Windows ARM64 Ml installer

Windows 32-bit MS! installer

Para que OpenVPN pueda dar servicios TCP y UDP deberemos abrir los puertos 443 y 1194 desde
la configuracion del firewall de nuestro equipo nuestro equipo servidor.

8 New Inbound Rule Wizard

Protocol and Ports

Steps:

@ Rue Type

@ Protocol and Ports
@ Acton

@ Profike

@ Name

Speciy the protocols and ports to which this e applies

Does this nie apply to TCP or UDP?

® TCP
O upP

Does this nule apply to all local ports or specific local ports?

O All local ports:

@® Specific local ports: [433. 1194

Example: 80, 443, 5000-5010

< Back

Next >

Cancel
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Activamos las opciones remarcadas en las imagenes para que el encriptado funcione correctamente

#5 Setup OpenVPN 2.6.8-1001

Custom Installation

Pt

Q

Click on the icons in the tree below to change the features to be installed:

....... I OpenVPM GUI

- | Launch on User Logon

A --I T anfimnratinm Carmnlar

| 48 Setup OpenVPN 2.6.8-1001

Custom Installation

£

Click on the icons in the tree below to change the features to be installed:

E ....... =i~ Dirivers

......... I Wintun
B - Gp:nbbL Utilities

=3~ | Data Channel Offload
=~ | TAP-Windowsb

Certificate Managerment Scripts

Ahora ejecutaremos la instalacion del OpenVPN hasta que nos salga esta pantalla.

#2 Setup OpenVPN 2.6.8-1001

OpenVPN Installing Completed
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2. Creacion de los certificados
ENCRIPTADO:

Ejecutamos el comando “easyrsa init-pki” para que nos genere la carpeta pki

3 Shell for Windows.

Invoke './easyrsa' to call the program. Without commands, help is displayed.

EasyRSA Shell

‘init-pki' complete; you may now create a CA or requests.

Your newly created PKI dir is:
* C:/Program Files/OpenVPM/easy-rsa/pki

=

Using Easy-RSA configuration:
* undefined

Shell

| = | easy-rsa
Share View
<« v A <« Local Disk (C:) » Program Files » OpenVPN » easy-rsa v | O Search easy-rsa
MName Date modified Type Size
7 Quick access
bin 11/23/2023 8:33 PM File folder
I Deskto
f doc 33 PM File folder
¥ Downloads Licensing 11/23 33PM File folder
&[ Documnents pki 11/25 3 11:59 AM File folder
=/ Pictures ¥509-types 11/23/2023 8:33 PM File folder
J\. Music | Changelog 10/ 311:27 PM File 12 KB
B Videos W COPYING 10/13 311:27 PM Microsoft Edge H... 2KE
| COPYING.md 10/13/2023 11:27 PM MD File 2 KB
@& OneDrive | easyrsa 10/13/2023 11:27 PM File 85 KB
I Thiz PC =| EasyRSA-Start 11717 311:47 AM Windows Batch File 1 KB
J 30 Objects | openssl-easyrsa.cnf 10/13 31127 PM CNF File 6 KB
. README 10/13 311:27 PM Microsoft Edge H... IKE
[ Desktop . - _ . )
W README.quickstart 10/13 311:27 PM Microsoft Edge H... 4 KB
x| Documents | README-Windaws 10/13/2023 11:27 PM Text Document 5 KB
¥ Downloads | vars.example 10/13/2023 11:27 PM EXAMPLE File 9KE
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Ejecutamos el comando “easyrsa build-ca” para generar las carpetas de los certificados, introduciendo
después las contrasefias certificadoras que usaremos después para generar los certificados.
Una vez generadas las contrasefias introducimos el nombre que tendra los documentos el cual serda VPN

s€rver

' configuration file exists!

3.1.4 24 Oct 2@ Library: OpenssL 3.1.4 24 Oct 2@
y Passphrase:

Confirm MNew CA Key Passphrase:
B e PR —or bbb ibb bbb bR R R

Confirm New CA Key Passphrase:
B

asked
regue
3 are about enter is w is ¢ ished Name or a DN.
There are quite a few \ K
ome field
u enter '.", the field will be left blank.

~ user, host, or server name) [Eas SA CA]:VPN_server

server name) [Easy-RSA CA]:VPM_server

ation complete. Your new CA
Program Files/OpenVPN/easy-rs

syRSA Shell

Esto se demuestra en el contenido de la carpeta pki
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| =
“ Haome 5hare View
« S < Program Files » OpenVPMN » easy-rsa » pki v | O Search pki
-~
Mame Date modified Type Size
Fr Quick access
certs_by_serial 11/25/2023 12:03 PM File folder
I Deskto -
F inline 11/25/2023 11:59 AM File folder
¥ Downloads issued 11/25/2023 12:03 PM File folder
&/ Documents private 11/25/2023 12:08 PM File folder
i=| Pictures reqs 11/25/2023 11:59 AM File folder
Jﬁ- Music revoked 11/25/2023 12:03 PM File folder
E Videos il ca 11/25/2023 12:08 PM Security Certificate 2KB
| index 11/25/2023 12:03 PM Text Document 0 KB
& OneDrive | indlex.tet.attr 11/25/2023 12:03 PM ATTR File 1 KB
I This PC | openssl-easyrsa.cnf 11/25/2023 11:59 AM CNF File & KB
J 3D Objects | serial 11/25/2023 12:03 PM File 1 KB

Ahora vamos a crear los certificados
Shell
byild ryver-full VPN server
‘var figuration file e

1.4 24 Oct 2823)
T R  En E T

cEEEEEE
B I I R

Enter PEM pass phrase:
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Introducido el comando al final de este indicamos el nombre del servidor el cual es VPN server, a
continuacion nos pedira introducir una contrasefia que sera la que nos pedira openvpn al querer usar estos

certificados.

* PEM pass phrase:
Fying - Enter PEM pass phrase:

ign the following certificate:
be signed as a server certificate

commonhame = VPN _server

ype the word 'yes' to continue, or any other input to abort.
Confirm reguest details:

Abhora nos pedira si queremos continuar introduciendo la palabra yes, y este nos pedira la clave certificadora
que creamos al principio junto a las carpetas, una vez introducida nos dira que se han generado dos
certificados y que estos tiene un tiempo de expiracion que en nuestro caso es el 27 de febrero.

e the word 'yes' to continue, or any other input to abort.
Confirm request details: yes

ature ok

Write out database with 1 new entries
Database updated

ate created at:
am Files/OpenVPN/easy-rsa/pki/issued/VPN server.cr

Inline file created:
C:/Program Files/OpenVPN/easy-rsa/pki/inline/VPN server.inline

EasyRSA Shell
[
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Ahora debemos crear los certificados para el cliente donde serdn los mismos pasos que para el servidor
teniendo que crear otra contrasefia de certificacion

Shell
a build-client-full VPN client

PEM pass phrase:
Verifying - Enter PEM pa

Ahora la diferencia es que cuando nos pida la clave de certificacion le daremos la del servidor y no la que
hemos creado, ya que la que hemos creado sera para cuando configuremos el cliente.

Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:

/OpenVPN/easy-rsa/
s/0OpenVPN/easy-rsa/p

commonhame = VPN_client

Type the word 'yes' to continue, or any other input to abort.
Confirm request details: yes

Using configuration from C:/Program Files/OpenVPN/
Enter pass phrase for C:/Program Files/OpenVPN/
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Y al igual que en la configuracion del server se generaran los archivos de los certificados para el cliente y un
tiempo de expiracion

Enter pass phrase for C:/Program Files/OpenVPN/easy-rsa/pki/private/ca.key
Check that the reguest matches the signature

Signature ok

The Subject's Distinguished Name is as follows

commoniame .1 11:'UPH_cliEHf'

Certificate is to be certified until Feb 2

Write out database with 1 new entries
Database updated

Certificate created at:
C:/Program Files/OpenVPN/easy-rsa/pki/issued/VPN _client.crt

Inline file created:
C:/Program Files/OpenVPN/easy-rsa/pki/inline/VPN client.inline

EasyRSA Shell

Ahora generaremos el archivo Diffie-Hellman el cual se encarga de cifrar la clave secreta por internet de
forma segura basandose en las propiedades de la exponenciacion modular, la cual transforma la contrasefia
en una formula matematica donde cada parte (cliente y servidor tiene un numero para resolver la formula).

EasyRSA Shell
# easyrsa gen-dh
No Easy-RSA 'vars' configuration file exists!

Using S5L:
* ppenssl OpenSSL 3.1.4 24 Oct 2823 (Library: ﬂpenbbL 3.1.4
Generating DH parameters, 2848 blf lunc sate prime

Aqui se demuestra que se creo el archivo correctamente

DH parameters appear to be ok.

Motice

DH parameters of size 2848 created :
= C:/Program Files/OpenVPN/easy-rsa/pki/dh.pem

EasyRSA Shell
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Ahora salimos del .bat y nos dirigimos a la carpeta bin que se encuentra en openvpn, para generar en ella la
clave secreta que permitira conectar el cliente al server con el certificado

Shell

gram Files\OpenVPN\easy-rsa

cgram Files\OpenVPN>cd bin

\Program Files\OpenVPN\bin»openvpn --genkey secret ta.key

\Program

Files\OpenVPN\bin>

Prueba de correcto funcionamiento mostrando los archivos creados:

1°
«— v <« Program Files » OpenVPM » easy-rsa » pki » private v O Search private
Name Date modified Type Size
#F Quick access
cak KEY File 2KB
[ Desktop - = ) .
| VPM_client.key KEY File 2KB
D load - N
¥ Downloads ] VPN_serverkey KEY File 2KB
=| Documents
20
I = | bin
“ Home share View
« v p < Local Disk (C) * Program Files * OpenVPN * bin v | O Search bin
MName Date medified Type Size
7 Quick access
libcrypto-3-x64.dll 11/17/2023 11:46 AM Application exten... 4418 KB
B Deskiop ) liberyp pplicati .
| libopenvpn_plap.dil 11417 Application exten... 920 KB
¥ Downloads | libpkes11-helper-1.dil 171772 Application exten... 112 KB
=| Documents | libssl-3-x64.dIl 1717 Application exten... 546 KB
& Pictures 1| openssl 11/17 Application TI7 KRB
J\. Music 5| openvpn Application 1,009 KB
m Videos 1/ cpenvpn-gui Application 267 KB
| openvpn-plap-install 1 KB
& OneDrive ®| openvpn-plap-uninstall 1 KB
[ This PC 1| openvpnseny Application 64 KB
J 30 Objects 55| gpenvpnservd Application 24 KB
| takey KEY File 1 KB
[ Desktop o R
& tapctl Application 42 KB
| Documents | veruntimel40.dIl Application exten... 95 KB

10



30
<« Program Files » OpenVPN » easy-rsa * pki »
Fat
Mame
=5
certs_byy_serial
inline
d= .
iszued
its private
reqs
revoked
Sl ca
| | dh.pem
4°
< M
MName
5+ Quick access
=] VPN _client
Deskto -
= P ] VPN _server
;Downlnads

N
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Date modified

-
jry
ra

n
[ox]
=1
P
]

2:03 PM

< Program Files » OpenWPM @ easy-rsa » pki » issued

Date modified

11725/

11425

3. Configuracion del servidor

Para poder configurar OpenVPN tendremos que pasar

carpeta de configuracion de openvpn

Search pki

Type Size

File folder
File folder
File folder
File folder
File folder
File folder
Security Certificate 2 KB
PEM File 1KE

] 2 Search issued

Type Size

Security Certificate 3KB
Security Certificate 5KB

varios de los archivos creados anteriormente a la

11
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Después de pasar todos los archivos necesarios la configuracion debe quedarte de la siguiente manera.
Recordando que es copiar no mover los archivos.

Archive Maguina Ver Entrada Dispositives Ayuda
' 1] = | config

File Haome Share Wiew
<« v P <« Local Disk (C:) » Program Files » OpenVPM > config v | D Search config
P
Marne Date modified Type Size
#F Quick access
ca 11/25/2023 12:08 PM Security Certificate 2 KB
] Desktop = ) N )
|| dh.pem 11/25/2023 1:02 PM PEM File 1KB
& Downloads E] README 11/17/2023 11:46 AM Text Document 1KB
= Documents ¥ server 11/17/2023 11:47 AM OpenVPN Config ... 11KB
&=/ Pictures || takey 11/25/2023 1:05 PM KEY File 1KB
config =5 VPN _server 11/25/2023 12:29 PM Security Certificate 5KB
J», Music || VPM_server.key 11/25/2023 12:25 PM KEY File 2KB

Ahora modificaremos el contenido del archivo servers el cual solo quitaremos el “;” al dev tap, dandole la
prioridad para que asi genere una red virtual por ethernet tunelada. Y colocaremos al dev tun el “;” para
dejarlo en segundo plano.

mj *server - MNotepad

File Edit Format View Help
# TCP or UDP server?
;proto tcp

proto udp

"dev tun" will create a routed IP tunnel,
"dev tap" will create an ethernet tunnel.
Use "dev tap@” if you are ethernet bridging
and have precreated a tapP wvirtual interface
and bridged it with your ethernet interface.
If you want to control access policies

over the VPN, you must create firewall

rules for the the TUN/TAP interface.

On non-Windows systems, you can give

an explicit unit number, such as tun@.

On Windows, use "dev-node" for this.

On most systems, the VPN will not function
unless you partially or fully disable

the firewall for the TUN/TAP interface.

Eev taE

;dev tun

HE o HE W W W W

12
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Ahora en el mismo archivo configuraremos las rutas de donde se encuentran el certificador, el certificado y
la clave privada como nos indica el documento que debemos hacerlo.(doble barra para indicar la ruta y todo
entrecomillado)

m_w'| *server - Motepad

File Edit Format View Help

# you may need to selectively disable the

# Windows firewall for the TAP adapter.

# MNon-Windows systems usually don't need this.
jdev-node MyTap

SSL/TLS root certificate (ca), certificate
{cert), and private key (key). Each client
and the server must have their own cert and
key file. The server and all clients will
use the same ca file.

See the "easy-rsa" directory for a series
of scripts for generating RSA certificates
and private keys. Remember to use

a unigue Common MName for the server

and each of the client certificates.

Any X589 key management system can be used.
OpenVPN can also use a PKCS #12 formatted key file
{see "pkcsl2" directive in man page).

ca "c:\\Program FiIESHHDpenUPN}\config\\ca.crt”

cert "c:\\Program Files‘\OpenVWPN\\config\\server.crt"
ey "c:\\Program Files‘\OpenVPN\\config\\server.key"” # This file should be kept secret

4E Hk e dE 3k 4k G B dF 3k 4k Bk 3 9

También debemos configurar la ruta de donde se encuentra el archivo de diffie-hellman el cual llamamos

dh.pem, una vez hecho esto guardamos los cambios y tratamos de conectar la vpn
[

« v 4 || < Local Disk(C)) » ProgramFiles > OpenVPN > config MR Search config

Name Date modified Type Size
# Quick access.

e /25
Deski i
: i dh.pem 11725
e -

7] *server - Notepad - [u) X

File Edit Format View Help
# use the same ca file. A

Security Certificate 2K8
PEM File 1K8

M G

# See the "easy-rsa" directory for a series
# of scripts for generating RSA certificates

# and private keys. Remember to use

# a unique Common Name for the server

# and each of the client certificates.

#

# Any X589 key management system can be used.

# OpenVPN can also use a PKCS #12 formatted key file

# (see "pkcs12” directive in man page).

ca "c:\\Program Files\\OpenVPN\\config\\ca.crt"

cert "c:\\Program Files\\OpenVPN\\config\\server.crt”

key "c:\\Program Files\\OpenVPN\\config\\server.key" # This file should be kept secret

# Diffie hellman parameters.
# Generate your own with:

# openssl dhparam -out dh2048.pem 2048
dh_"c:\\Progran Files\\OpenVPN\\configi\dh.pen’|

S rmncennwl ® g

# Network topology
# Should be subnet (addressing via IP)

# unless Windows clients v2.08.9 and lower have to
# be supported (then net3e, i.e. a /30 per client)
# Defaults to net3@ (not recommended)

stopology subnet

& Confionre camusn mads and cianlu a VPN sihnet

Ln 85, Col 43 100%  Windows (CRLF) UTF-8 with BOM

13
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Connect
Disconnect
Reconnect

Show Status

View Log

Edit Config

Clear Saved Passwords
Import

Settings...

Exit

Si todo esta configurado correctamente debe salir esta pestaila pidiéndote la contrasefa que pusimos
anteriormente para el servidor. El cortafuegos saltara y solo tendremos que permitir el uso del server. Una

vez hecho esto ya nos conectariamos al servidor.

3 OpenVPN C

Current State: Conpactina
Som Now 26 1121 OPenVPN - Private Key Password (server)
1Sun Nov 26 11:41
1Sun Nov 26 11:41  Enter Passward
1Sun Nov 26 11:41
fntwzstal [ ] @
S w25 1141 L] Savepasewors
Sun Nov 26 11:41
[Sun Nov 26 11:41 oK Cancel
Sun Nov 26 11:41
[Sun Nov 26 11:41
Sun Nov 26 11:41

|Sun Nov 26 11:41:25 2023 Diffie-Heliman initilized with 2048 bit key

<

Disconnect Reconnect

&N OpenVPN GUI for Windows

23, L.70 210 ~

[AF_INET[127.0.0.1:25340
ace. walting
F_INET]127.0.0.1:56827

[Sun Nov 26 11:41:25 2023 Note: cannot open openvpn-status log for WRITE
Sun Nov 26 11:41:25 2023 Note: cannot open ipp bxt for READ/WRITE

OpenVPNGUI 11.46.0.0/26.8

Hide:

server is now connected.

14
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4. Instalacion el Cliente

A diferencia de la instalacion del servidor no utilizaremos OpenVPN Service ni OpenSSL Ultilities ya que
haremos uso del servidor que ya nos dara esas utilidades.

1 Setup OpenVPN 2.6.8-1001

Custom Installation !

Click on the icons in the tree below to change the features te be installed:

8 Setup OpenVPN 2.6.8-1001

Custom Installation ’

Click on the icons in the tree below to change the features to be installed:

==l =] OpenVPN ~
: =3~| OpenVPN GUI
R gl Launch en User Legon
QI Documentation
gl Configuration Samples

- =B Drivers ~
QI Data Channel Offload

! =3~ TAP-Windows6

QI Wintun

- ¥_-| OpenSSL Utilities

LI EasyRSA 3 Certificate Management Scripts

Responsible for automatic start of OpenVPM instances

This feature requires OKB on your hard drive. It has 0 of 1 subfeatures selected. The
subfeatures require OKB on your hard drive.

Browse

Reset Disk Usage GInstaHNow

Ahora solo queda instalar.

Responsible for automatic start of OpenVPN instances

This feature requires OKB en your hard drive. It has 0 of 1 subfeatures selected. The
subfeatures require OKE on your hard drive.

Browse

Reset Disk Usage Gln;tall MNow

17 Setup OpenVPN 2.6.8-1001

OpenVPN Installing Completed

5. Copiar archivos de servidor al cliente

Para poder hacer esta parte necesitaremos de un recurso compartido que se le pueda dar al servidor como al
cliente para pasarse “x” recursos de uno a otro, para ello hemos decidido hacer una carpeta compartida donde

pasaremos todos los recursos.

I B0O-

&) Pictures
config
b Music
B videos
@ OneDrive

v O This PC
B 3D Objects
[ Desktop
[£] Documents
4 Downloads
b Music

ctures.

g Videos
‘i, Local Disk (C:)

= servidor_vpn (W

& Network

1item

servidor_vpn (\WBoxSvr) (Z:)

<« © 4 = > ThisPC > servidor_vpn (\VBoxSvr) (Z) > v
4 Downloads ~ Name E Type
8 Documents archivos clientes 1" 3 12:14 PM File folder
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Los archivos que tendremos que pasar de una maquina a otra seran los siguientes:

SERVIDOR:

/PN _servidor [Corriendo] - Oracle VM VirtualBox

Archivoe Maguina Ver Entrada Dispositivos Ayuda

| = | archives clientes — X
File Home Share View v 9
« v » ThisPC » servidor_vpn (\WBoxSvr) (Z2) » archivos clientes v | O 2 Search archivos cli...
MName Date modified Type Size
s+ Quick access
ca 11/25/2023 12:08 PM Security Certificate 2KB
I Deskiop v Heo o
5] VPN_client 11/25/2023 12:55 PM Security Certificate 5 KB
¥ Downloads  # [] VPN_client.key 11/25/2023 12:40 PM KEY File 2KB
Documents &7 5 pey 11/25/2023 1:05 PM KEY File 1KB
[&] Pictures -
archivos clientes

CLIENTE:

i ' - - ~ n v
VPN_cliente [Corriendo] - Oracle VM VirtualBox —

M&guina Ver Entrada Ayuda

File Home Share View
<« v » ThisPC » servidor_vpn (\WBoxSvr) (Z2) » archivos clientes v |0 2 Search archivos clientes
£ Name Date modified Type Size

7 Quick access

ca 11/25/2023 12:08 PM Security Certificate 2KB

[ Desktop b |§| . ! .

“ta 11/25/2023 1:05 PM KEY File 1KB

¥ Downloads  # 5] VPN_client 11/25/2023 12:55 PM Security Certificate 5KB

Decuments ) VPN _client 11/25/2023 12:40 PM KEY File ZKB
&= Pictures »

16



6. Configurar el cliente
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Para empezar entraremos en el archivo de configuracion del cliente.

Home  Share  View

=

« v 4 [ » ThisPC > Documents

A Nsme
# Quick access
[ Desktop

& Downloads

FeedbackHub

v client

Search Dacuments

Size

Date modified

Type
File folder
OpenVPN Config ..

) client - Notepad
File Edit Format View Help

# This configuration can be used by

# its own cert and key files.

# file so it has a .ovpn extension

# Sample client-side OpenVPN 2.8 config file
# for connecting to multi-client server.

# clients, however each client should have

#
# On Windows, you might want to rename this

multiple

HEA W Ot W W WA

# will be pulling certain config fi
# from the server.
client

# Use the same setting as you are u
# the server.

# On most systems, the VPN will not
# unless you partially or fully dis
# the firewall for the TUN/TAP inte
;dev tap

dev tun|

# 9f van havs mare than ane

# Specify that we are a client and that we

# Windows needs the TAP-Win32 adapter name
# from the Network Connections panel
0n XP SP2

le directives

s5ing on
function

able
rface.

UTF-2 with BOM

Ln 24, Col 8 100%  Windows (CRLF)

A continuacién cambiaremos el punto y

coma de lugar como hicimos en el apartado del servidor

para que el cliente pueda realizar una red virtual tunelada por ethernet.

Home Share View

=

« ~ 4 &= » ThisPC » Documents

L) Name

7 Quick access

7 *client - Motepad

File Edit Format View Help
# its own cert and key files.
#

# file so it has a .ovpn extension

# On Windows, you might want to rename this

# from the server.
client

# the server.

dev tap
;Eev tun

# Windows needs the TAP-Win32 adapte
# from the Network Connections panel
# if you have more than one. On XP
# you may need to disable the firewa
# for the TAP adapter.

;dev-node MyTap

# Are we connecting to a TCP or
& 1IND zarvard llca tha sams cat+ing

# Specify that we are a client and that we
# will be pulling certain config file directives

# Use the same setting as you are using on

# On most systems, the VPN will not function
# unless you partially or fully disable
# the firewall for the TUN/TAP interface.

v B Search Documents
Date modified Trpe Size
- o x
# "
#
#
#
r name
sP2,
11
as 2
Ln 24 Col2 100% ‘Windows (CRLF) UTF-8 with BOM
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Ahora asignamos el hostname y el puerto de conexion con el servidor para poder conectarnos con el

SCrVver.

il

client - Notepad

File Edit Format View Help
# UDP server?
# on the server
;proto tcp
proto udp

Use the same setting as

# The hostname/IP and port of the server.
# You can have multiple remote entr
# to load balance between the servers
remote 192.168.52.168 1194

Tremote my-server-2 1104

# Choose & random host from the remote
# list for load-balancing
# try hosts in the order s
jremote-random

Otherwise

ecified.

4 Keep trying indefinitely to resolve the

# host name of the OpenVPN server. Very useful
# on machines which are not permanently conne
# to the internet such as laptops.
resolv-retry infinite

ed

# Most clients don't need to bind to
4 a specific local pert number.
nobind

# Downgrade privileges after initialization (non-Windows only)
;user openvpn

;group openvpn

Ln 42, Col 22 100%

Windows (CRLF)

UTF-8 with BOM

unknown

hannel Offload:

Pasamos los archivos que configuramos anteriormente desde nuestra carpeta compartida a la carpeta
de configuracion para que el cliente tenga los certificados.

[°:]

| = | archives clientes

4 > archivos clientes v oo Search archivos clientes
A Name Date modified Type Size
s Quick access
Gl ca 1 Security Certificate 2kB
[ Deskto = =
i Tt 1 KEY File 1KB
¥ Downloads [ VPN_client 1 Security Certificate 5KB
| Dacuments 7 VPN_client 1 KEY File 2Kk8
&= Pictures
D Music
SUMo
8 videos
@ OneDrive
I This PC
1 3D Objects
B Desktop
= Documents o
4items 4 items selected 8.14 KB E
Al
m Home  Share  View [7]
« v 4 [ « ProgamFiles > OpenVPN > config v B Search config
I Desktop A Name Date modified Type Size
& Downlosds e Security Certficate 2KE
= Documents =] README Text Document 1KB
=] Pictures Tta KEY File 1KB
B Music 53] VN client Security Certificate 5KB
SUMo I VPN client KEY File 2K8
B videos
& OncDrive
[ This PC
¥ 3D Objects
[ Desktop
| Documents
4 Downloads
b Musi
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De nuevo en el archivo de configuracion del cliente ponemos las rutas de los archivos que
acabamos de pasar a la carpeta donde se encuentran los certificados y la clave del cliente

# S55L/TLS parms.

# See the server config file for more
# description. It's best to use

# a separate .crt/.key file pair

# for each client. A single ca

# file can be used for all clients.

ca "c:\\Program Files‘\\OpenWVPN'\‘\confi ca.crt”

cert ”c:\\Prcgram Fi1e5\\DpenUPN\\chFig\\UPN client.crt”

También le especificamos la ruta de la clave segura

# If a tls-auth key is used on the server
# then every client must also have the key.
tls-auth "c:‘\\Program Files‘\OpenVPN\\configi\ta.key"| 1

Y ahora copiamos el archivo de configuracion de la carpeta

= | confi - o x

Home  Shareview Py

< v A ||« ProgramFiles 5 OpenVPN 5 config

LSS
-

[ This PC

Gitems 1 item selected 373 KE B=
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Y tratamos de conectarnos utilizando la contrasefia.

B8 VPN_cliente [Corriendo] - Oracle VM VirtualBox = [m] x

€0 OpenVPN Connection (client)

Current State: Connecting OpenVPN - Private Key Password (client)

Mon Nov 27 20:14.26 2023 ad. ~
Mon Nov 27 201426 203 Enter Password: Vindaws [S5L (OpenSSL] [
Mon Nov 27 20:14:26 2023 l:l @ jd64 executable

Mon Nov 27 20:14.26 2023 210

Men Nov 27 20:14.26 2023| [] Save password
Mo Now 27 201426 2023 H1127.0.0.1:25340
Vo Now 27 201426 2023 oo | lng

Mon Nov 27 20:14.27 2023 i [ Canead | [127.0.0.1:55908
Mon Nov 27 201427 2023
Mo Now 27 2011427 2023
Mon Nov 27 20:14:27 2023 MANAGEMENT-CMD §cho on all
Mon Now 27 201427 2023 MANAGEMENT: CMD bytecount 5
Mon Nov 27 20:14:27 2023 MANAGEMENT: CMD State”

Mo Now 27 2011427 2023 MANAGEMENT- CMD hold off
Mon Nov 27 20: 1427 2023 MANAGEMENT: CMD hold release’

OpenVPM GUI 1146.0.0/26.8

8 OpenVPN GUI for Wind

client is now connected.

20



Diego Acosta Cabrera y José Nicomedes Rodriguez Cruz

Aqui vemos como el servicio de VPN nos da la IP que ponia en la captura anterior

]

BN C\Windows\system32\cmd.exe x

\alumno>

55 PM

. ENG
= ES  11/28/2023 E“

B Ok 0E R Y] @ & o osmecia
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